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IN THE EIGHTH JUDICIAL CIRCUIT OF FLORIDA 
ADMINISTRATIVE ORDER NO. 10.07 

ACCEPTABLE COMPUTER USE POLICIES 

WHEREAS, the Chief Justice of the Florida Supreme Court has recommended that each 

circuit adopt a computer use policy; and 

WHEREAS, judges, judicial assistants, externs, volunteers, and court staff have been 

furnished, or otherwise have access to, computers, devices, networks, and Court technology 

resources to assist them in their work-related functions and assignments; and 

WHEREAS, it is necessary to establish uniform policies within the Eighth Judicial Circuit to 

ensure the efficient and responsible use of Court technology resources by all users; and 

WHEREAS, it is essential to protect the security of the Court’s data, networks, and 

information systems; it is therefore 

ORDERED: 

The following computer use policies are adopted and shall apply to all users of the Court’s 

computer systems. 

1. Monitoring and Privacy 
 
The Court reserves the right to monitor all use of Court-owned computer equipment and 
all use of the Court’s network when necessary to address particularized security or work 
concerns. 
 

2. Personal Usage 
  
Personal usage of the Court’s information technology resources is permitted, provided 
that such use does not interfere with the timely performance of work duties, is not used 
for outside employment or private business enterprise, and does not 
otherwise detract from the dignity and operation of the Court. Personal usage must 
follow all pertinent guidelines in this document.  
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3. Bandwidth Usage 
 
Excessive use of the Court’s bandwidth such as large file downloads and streaming media 
is not permitted for non-work-related activities. Large downloads or other bandwidth-
intensive tasks that may degrade network performance must not interfere with Court 
operations. Please contact Court Technology for assistance with bandwidth-intensive 
activities. 
 

4. Passwords  
 

• Passwords must be at least 12 characters long. Users are strongly encouraged to 
use one of the methods for password creation outlined in Tech Tip #1 on the 
Intranet.  

• Passwords for work-related accounts must be unique. Do not reuse a password 
from another account. 

• Do not share your password. 

• If you write your password down, do not store it in an insecure location (e.g., on a 
sticky note attached to your monitor).  
 

5. E-mail Use 
 

a. Security: 
Users should exercise caution when opening attachments or clicking links 
contained in e-mails. Users must read and follow the instructions contained in the 
Anti-Phishing Education Materials located on the Intranet.   

b. Personal Use: 
Using your work e-mail for personal matters is very strongly discouraged. 
Accessing your personal e-mail accounts while using the Court’s information 
technology resources is permitted if such use follows all pertinent guidelines in 
this document. 

c. Retention: 
Users should follow the E-mail Retention Policy located on the Intranet. Be aware 
that, with limited exceptions, all e-mails or records of any kind made or received 
on your Court account or Court computer are public records and subject to public 
disclosure. All e-mails sent or received on your Court e-mail account are retained 
and are subject to review. 
 

6. Social Media, Instant Messaging, and Online Commentary 
 
Access to social media through the Court’s network is discouraged. Court employees 
should avoid impropriety and the appearance of impropriety in all activities. Employees’ 
official social media activities, as well as personal social media activities that reflect 
affiliation with the Court, should not: 
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• Be done in an unprofessional or irresponsible manner. 

• Interfere with the performance of job responsibilities.  

• Adversely impact the operation of the Court. 

• Lend the prestige of the Court to advance private interests. 
 

7. Physical Security of Workstations 
 
Users must lock workstations before leaving them unattended. Any workstation which is 
shared with others must be signed off entirely. Users should not sign on to their Court-
issued devices or workstations and allow others to use them, including family or friends.  
 

8. Circumvention of Security  
 
The circumvention of any security system or escalation of user privileges is prohibited.  
 

9. Confidentiality  
 
Confidential data should not be shared or disclosed in any manner to an unauthorized 
party, left publicly accessible, or transferred in an insecure manner in accordance with 
Criminal Justice Information Services (CJIS) training. 
 

10. Mobile Devices  
 
Mobile devices, laptops, notebooks, smart phones, and USB drives must adhere to the 
following standards:  
 

a. Physical Security:  
i. By nature, a mobile device is susceptible to loss or theft. Users should 

carefully consider the physical security of mobile devices and take 
appropriate protective measures. 

b. Connecting to Other Networks:  
i. Users are strongly discouraged from connecting Court-issued devices to 

networks that may have other unknown users (e.g., “public” Wi-Fi or an 
encrypted network where potentially untrustworthy devices are also 
permitted to connect). 

c. General Guidelines:  
i. Court-issued devices should be kept up to date with security patches and 

anti-malware software. 
ii. Loss, theft, or other security incidents related to a mobile device must be 

reported to Court Technology immediately.  
iii. Confidential data should not be stored on mobile devices unless it is 

necessary to perform required work activities. If you expect to store 
confidential data on a mobile device frequently, speak to Court Technology 
about full-disk encryption. 
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11. Access to Information  

 
Users should make reasonable efforts to avoid accessing data, files, or information that 
are not needed for his or her job function. 
 

12. Non-Court-Supplied Hardware and Software 
 
Non-Court-supplied hardware such as personal phones or laptops are prohibited on the 
network. The installation of non-Court approved software is also prohibited. Exceptions 
must be approved by the Trial Court Administrator or designee. 
 

13. Artificial Intelligence 
 
Artificial intelligence tools (including but not limited to chatbots, text or image 
generators, and coding assistants) may be used for work-related purposes when such use 
is specifically authorized and conducted in accordance with all confidentiality, privacy, 
and security requirements. AI tools must not be used to process, store, transmit, or 
otherwise disclose Criminal Justice Information (CJI), confidential or sealed case 
information, personally identifiable information, internal network details, or any other 
information that could compromise the Court, its data, or its systems. No confidential or 
sensitive information may be supplied to AI services that transmit data outside the Court’s 
secure computing environment. 
 

14. Reporting of a Security Incident  
 
If a security incident or breach of any security policies is discovered or suspected, the user 
must immediately notify his or her supervisor and Court Technology. 
 

15. Exceptions   
 
Exceptions to this policy are to be submitted in writing to the Court Technology Officer 
for evaluation and approval by the appropriate designee. 
 

16. Enforcement 
 
Violation of this policy may result in disciplinary action, up to and including termination.  
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This Administrative Order replaces and supersedes Administrative Order No. 10.07(v4) 

entitled “Acceptable Computer Use Policies,” dated February 20, 2017. 

ORDERED ON this 30th day of January 2026. 

 

William E. Davis, Chief Judge 
 


